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General Policy Statement:
Artificial intelligence (AI) is an evolving technology designedrefers to imitatetechnologies that enable systems to perform tasks that typically require human behavior. reasoning, decision-making, or learning.  There are many ways that AI can be utilized within the Credit Union.  to enhance efficiency, accuracy, and member experience.  However, AI also presents unique risks related to data privacy, fairness, accuracy, cybersecurity, and reputation.
This policy is designed to provideestablishes governance, controls, and expectations for the parameters with whichsafe, ethical, and compliant use of AI.  Any use of AI by the Credit Union will utilize AI and what uses are prohibited.
The Credit Union will ensure compliance with all state and must comply with applicable federal and state laws and regulations when using AI. and should align with the National Institute of Standards and Technology (NIST) Artificial Intelligence Risk Management Framework (AI RMF). 
1. POLICY AND PROGRAM RESPONSIBILITY.
  
A. Board Responsibility. The Board of Directors delegates the monitoring and oversight of appropriate usage ofand AI withmonitoring to Senior Management. in alignment with strategic initiatives.
 
B. Senior Management Responsibility. Senior Management is responsible for overseeing the proper use of AI in accordance with its governance program and policy and strategic.  Senior Management is also responsible for ensuring risk management, legal, compliance, IT, and internal audit functions are engaged in all material AI initiatives. . Senior Management will work closely with the Information Technology (IT) team to make sure activity is monitored and blocked if necessary.
 
2. RISK MANAGEMENT AND CONTROLS. 
  
2. The Credit Union believes there are significant risks associated with the use of artificial intelligence, including, but not limited to: 
  
1. creationCreation of misinformation, 
 
1. cybersecurityInaccurate or biased decision-making,
1. Cybersecurity vulnerability, 
 
1. threats to Exposure of confidential or proprietary information, 
 
1. potential for copyrightCopyright infringement, and 
 
1. data privacy
1.  Reputational harm
 
2. When exploring different opportunities with AI, the Credit Union will carefully examineassess the risk/reward and will implement proper controls, including plans to monitor the use of AI before rolling out potential products/solutions.  
 Key components are further outlined within this policy.
2. Any outputs or content derived from AI will be thoroughly reviewed to ensure the content is accurate and appropriate.  Some key controls include (but are not limited to):
0. The Credit Union will also carefully consider the potential for reputation risks when using AI.
3. Data quality and validation,
3. Explainability and ability to replicate results,
3. Access controls for sensitive data, and 
3. Monitoring of outputs for accuracy and appropriateness
 

 
3. ACCEPTABLE USES. 
  
3. Senior Management may explore internal uses for AI. These uses will generally involve internal systems in order to assist the credit union in building consistent processes and to generate reliable outputs without threatening data security or privacy., such as workflow automation, internal data analysis, and/or process improvement.  
 
0. Approved third-party vendor products/resources may be utilized with appropriate due diligence and testing.
3. All AI tools must be reviewed and approved by Senior Management and IT prior to use.
 
4. PROHIBITED USES. 
  
4. The Credit Union is prohibited from using AI in any way that may be unethical or have a discriminatory impact on individuals or groups.
 
4. Credit Union employees are obligated to protect member and consumer information. Therefore, employees are strictly prohibited from uploading or inputting any member information or confidential credit union data into a machine learning model wherean AI platform that information can be accessibleis public or non-secure.
 
4. Credit Union employees are prohibited from using chatbot websites (e.g., ChatGPT) or downloading any content derived from AI on Credit Union equipment unless it is specifically authorized by IT and/or Senior Management.
4. Credit Union employees are prohibited from using AI to make automated credit, lending, or employment decisions without human oversight and regulatory validation.
 
5. POLICY EXCEPTIONS. If a Credit Union employee believes they have a business need to utilize AI, they will provide a business case to Senior Management for consideration. If approval is granted, parameters will be established, and the employee will be responsible for a thorough review of the output produced to ensure the content is accurate and appropriate.  Approved exceptions must include a documented risk assessment and mitigation plan, defined usage parameters, and a verification process for output accuracy and appropriateness.
 
6. TRAINING. The Credit Union will be proactive in conducting employee training on both acceptable and prohibited uses of AI. Training will emphasize data security, data integrity, data privacy and confidentiality, ethical use, (bias, fairness, and discrimination prevention), regulatory compliance, cybersecurity awareness, accountability and escalation procedures, and risk management. 
Additional training will be provided as new AI technologies or regulations emerge.
 
7. THIRD-PARTY VENDOR MANAGEMENT.
  
7. The Credit Union will have knowledge of what third-party vendor relationships utilize AI within their products/services.
 
7. The Credit Union will ensure theits contract with the third-party vendor allows it access to test results and otherdocumentation on model validation documents., testing results, and bias assessments.
 
7. The Credit Union will ensure that models used by third-party products/serviceservices are protected class-neutral. and in compliance with Fair Lending and consumer protection laws.
 
7. The Credit Union will have processes in place to test the use of AI in their third-party products/services to ensure they are nondiscriminatory and do not have a disparate impact on any protected class.
1. AUDIT.
7. The Credit Union will conduct ongoing monitoring and testing.
7. The Credit Union will also ensure third-party contracts require notification of material AI system changes, incidents, or regulatory findings.
 
8. AUDIT, MONITORING, AND MODEL VALIDATION.
  
8. The Credit Union will work with the Audit Department to make sure internal and external systems that utilize AI have explainable inputs used to produce the outputs.  Testing results will also be reviewed on an ongoing basis. The Credit Union will independently test those approaches and report to Senior Management.
8. The Credit Union will also ensure compliance with the effectiveness of controls and monitoring of procedures and documented approval of processes.
8. The Credit Union will maintain an inventory of AI systems it uses and review those systems at least annually.
1. RECORD RETENTION

9. To determine the appropriate record retention period for materials generated using AI, the credit union should look at the underlying subject matter for which AI was utilized. For example, let’s say that the credit union did a loan originator training session using Zoom or Microsoft Teams. It then used the AI functionality within that technology to produce a summary transcript of the session. Loan originator training is a requirement of the Truth in Lending Act and Regulation Z. Specifically; Regulation Z requires the credit union to retain evidence of compliance for a period of two years. As a result, any AI generated or influenced content derived from the loan originator training should also be retained for a period of two years. 
